


Security Cooperation Legacy System 
Information 

Currently available to International 
Customers & DoD Users, but.....

Difficult to Access – Multiple Passwords
Different MILDEP Query & Report Designs
Limited Data Availability
No “Tri-Service” View – Deficiency # 1
No DSAMS Data Visibility (by Design) –

Needed to easily determine LOR status

Security Cooperation Information Security Cooperation Information 
Portal (SCIP) Portal (SCIP) –– BackgroundBackground



CISIL      SAMIS     CMCS     MISIL       DSAMS     DIFS

End User

M204                     Oracle              MIST    Information
Database                       Warehouse     

Legacy
Systems
Interface
Info

Typical User Access 
Paths – the Current 

Environment
Internet
Browser

Other DoD
Sites

SW
A

MATW

AFSAC On-Line

Navy E-business

SW
A



Provide a short-term solution for International & 
DoD Customer information needs, prior to 
the development & deployment of CEMIS

Solution – Build a “Portal”
Assemble corporate information from seemingly 
incompatible enterprise legacy systems/databases, and 
provide that consolidated information to the International 
Customer and DoD User in a common format 

Promote “One Stop Shopping”
Provide Secure Internet & NIPRNET Delivery
Make it easy to Use & Customizable
Take Advantage of COTS Products

SCIP SCIP –– ObjectivesObjectives



Portal Benefits

• Portal is not a website where info is posted and 
must be continuously updated

• Portal is new technology that allows powerful 
search engines to pull in current data from a variety 
of sources & display that info in a consolidated way

• Portal will allow users to do queries and reports, 
requisitions, SDRs, LOA data, freight tracking, etc. 
•First “Tri-Service” consolidated view of  Legacy Data
•First International Customer view of DSAMS Data



Portal Benefits (Cont.)Portal Benefits (Cont.)

Supports Business Process Reengineering (BPR)
Data can be quickly remapped to fit new 
processes

Potential savings across community
Manpower:  Customer self-serve data retrieval 
vice request to ILCO
Time:  Self-serve data retrieval vice request 
and wait

Design is re-usable in future CEMIS environment
Consistent user interface
May reduce report/query development costs



Release 1            Release 2            Release 3         Release 4    
- Case Profile Report
-Case Status & 
Closure Report
- Case/Line Level Query
- Case Line Level Query
- Requisition Level   
Query
- SDR Query
- Case Ad Hoc  
- Case Line Ad Hoc  
- Requisition Ad Hoc
- SDR Ad Hoc
- Web Site Links
- Glossary/Help Screens

- Requisition Input
- Standard
- Non-Standard

- SDR Input
- Follow-ups
- Cancellation Req.
- Modification Req.
- Follow-up/ 
Reinstatement

- Enhanced Links

- Batch Upload
Process

- Requisition Group 
Summary Report
- Enhanced Reports
- Enhanced Error
Checking & 
Validation

- Enhanced Links

- Enhanced Reports
- Case History

- Enhanced SDR
Input (attachments)   

- Full Freight Tracking
Capability for FF’s
and Customers

- Payment                   
Schedule Query
- Payment Schedule 
Ad Hoc
- Enhanced Links 

Aug 02              Oct 02                          Dec 02      Feb 03                    Apr 03

SCIP SCIP –– Development & DeploymentDevelopment & Deployment
Spiral Development & ReleasesSpiral Development & Releases

Pre-Phase 1 Release
Postponed
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SCIP SCIP –– Development & DeploymentDevelopment & Deployment
Data GatheringData Gathering



SCIP SCIP –– SecuritySecurity
User Roles &User Roles & AccessAccess ConsiderationsConsiderations

USG - DoD
DSCA
SC Headquarters Orgs (US)
SC Field Activities (US)
MILDEP Users (US)
USG Contractors (US)     

In-Country Personnel
USG DoD SAO (US)
SAO Employee (FN)
International Customer (FN)

USG - Non-DoD
Justice/Treasury (US)
State Department (US)

International Customer Agents
Freight Forwarders (US/FN)
ILCO Office Staff (US)

International Customer
Representatives

Embassy Personnel (FN/US)
SAFR/SALO/FLO (FN)

International Organizations
NATO, etc. (FN/US)

Legend:  US = U.S. Citizen    FN = Foreign National



SCIP SCIP –– SecuritySecurity
Encryption & Two Factor AuthenticationEncryption & Two Factor Authentication

Secure Socket Layer (SSL)
128 bit Encryption
Physical Token Access Method  

Foreign National – SecureID
Engraved Registration Number              8 Positions
License Activation Number + Seed Nr   8 Positions
User-assigned PIN (Personal                                     
Identification Nr) (A/N)                             8 Positions
Randomly Generated Token Code         6 Positions

30 Positions                      

+
USERID First Initial – Last Name
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SCIP SCIP –– SecuritySecurity
Summary Summary -- Key Security AspectsKey Security Aspects

Perhaps the first system to use 1) USERID/Password, 2) CAC,     
3) SECURID and 4) the Federal Bridge (TBD)

Authentication method tailored to nature of User
Deals with Known and Unknown Customers

Leaves Token Distribution to Country
Their data is at risk in the event of identity compromise
No vetting of Customer personnel or “Need to know” determination by DoD

Uses SecurID for Foreign Customer Token
No requirement for card readers and special PKI software on customer’s PCs

Located in NIPRNET DMZ (.US Domain)
Customers do NOT traverse NIPRNET

Application Programs enforce Compartmentalization
Uses Replicated Data

No customer access to DoD’s system of record



Supports Business Process Reengineering (BPR) 
Initiatives

Data can be quickly remapped to fit new processes
Potential $$$ savings across the SC community

Material:  STARR/PC customers and freight forwarders 
may be able to avoid multiple $10K ILCS connection fees 
Manpower:  Customer “self-serve” data retrieval vs. request 
to ILCO country/program team members
Time:  Self-serve data retrieval vs. “request and wait”

Design may be re-usable in future CEMIS environment
Consistent user interface
May reduce report/query development costs

SCIP SCIP –– BenefitsBenefits
Business BenefitsBusiness Benefits



SCIP SCIP –– BenefitsBenefits
Customer BenefitsCustomer Benefits

The Portal:
provides needed functionality, including:

a consolidated “Tri-Service” view
a view of DSAMS data

is readily accessible via the Internet
provides a secure avenue for information 
exchange & data assurance
provides a short term information solution 
pending CEMIS development 
Provides Singular Access
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Country ProfileCountry Profile







Active RequisitionsActive Requisitions





Requisition SummaryRequisition Summary







Case StatusCase Status





Portal Portal ––
How do I get connected?How do I get connected?

DSCA
Will initiate a Portal publicity campaign

Will provide Registration Request forms 
electronically to perspective users

Will establish User Access records and 
provide Secure ID tokens, where required

Portal Users/Customers
Will “authenticate” users prior to DSCA 
establishing Customer portal accounts














